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Research and kEducation (R&E) Networking: Primer

» Specialized R&E networking infrastructure bridges a gap:

- R&E Institutions need to exchange large volumes of scientific data globally
- Impractical using commercial CDNs

* Primary focus of R&E networking 1s on high-speed low-latency
connectivity between members

* Members may have to arrange their own commaodity transit



BGP Route Selection: Primer

Columbia receives two routes to UCSD:
Commodity via Cogent: 174 | 3356 |2152 | 7377

Commodity

BGP Route

Announcement
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BGP Route Selection: Primer

Columbia receives two routes to UCSD:

Commodity via Cogent: | /4 | 3356 (2152|7377
R&E via NYSERNet: 3754 | 11537 1 2157 {3
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BGP Route Selection: Primer

Columbia receives two routes to UCSD:

Commodity via Cogent: | /4 | 3356 (2152|7377
R&E via NYSERNet: 3754 | 11537 1 2157 {3

Columbia may choose route via
. Cogent, depending on BGP tie break

| BGP Route
( ) Announcement

—_—
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BGP Local Preference

Columbia can configure BGP to choose the R&E route to UCSD

by setting a higher LocalPref BGP attribute on routes it receives
from NYSERNet than on routes it receives from Cogent

(e o
Commodity LocalPref: 100
S
==
R&E LocalPref: 150
S o

BGP Route
Announcement
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Research Question

* Assumption: R&E-connected
networks should prefer R&E
routes over commodity routes

* Do they!?




Challenge: Limited Visiblility of Routing Policies

See paper for further details on related work

* BGP is an information hiding
protocol

* BGP does not provide visibility into
decisions downstream of a view

* Research community has strugslea
over 20+ years to accurately model
olobal routing policies (still unsolved)




cxperimental Approach: Measurement Host

R&

Measurement Host In Ir

ternet2 with

multiple VLAN networ

Commodity

Measurement

Host
lo: 163.253.63.63

|

T Interface name

Source address

< Interfaces:

eth0: “connected to R&E"
ethl: “connected to Commodity”




cxperimental Approach: BGP ROutmg

eth©

ethl

Measurement

Host -
lo: 163.253.63.63
Same prefix advertisec £93.03.
Commodity

with different ASNs to
R&E and Commodity




Experimental Approach: Forwarding

eth©

ethl

Measurement

Host
lo: 163.253.63.63

Host can determine if packet ]

ty |
| using the receive interface |

| arrives via R&E or com

MOC

Commodity

—
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Experimental Approach: Forwarding

eth@
ethl

R&E
==

HOS

Host can ¢

Measurement \
lo: 163.253.63.63
etermine if p

| arrives via R&E or commodity
| using the

receive interface |
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-xperimental Approach: Packet Probing

» Goal:

brobe three responsive addresses in |/,

989 |IPv4 R&E prefixes

originated by 2,653 ASes, recording arrival interfaces of responses

* Seed probing with two comprehensive and complementary datasets

- S| Internet address IPv4 Response History ¢

- Censys search engine of Internet-wide scan results (UDP and 1 CP)

beriments from SURF (Netherlands R&E, May 29th 2025) anc
Internet?2 (U.S. R&E, June 5th 2025) to compare results

¢ Fx

e Fx

beriments on June 5th 2025 covers 12,077

ataset (ICMP)

brefixes In 2,578 ASes

(67.19%) (97.5%)
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Experimental Approach:Vary AS Prepending

R&E

AS Path Longer " 4-0:pre

Commoc

AS Path Longer

ity

* 3-0 : pre
*2-0 : pre
* -0 :pre
*0-0:no

Routers that localpref

bend R&E 4 times R&E will select

bend R&E 3 times R&E route b
when AS path Is long

bend R&E 2 times

bend R&E once

brepending of erther route
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Experimental Approach:Vary AS Prepending

Routers that localpref
R&E will select

R&E
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Experimental Approach:Vary AS Prepending

Routers that localpref
R&E will select
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ing of erther route

ty once

ity 2 times
ity 3 times
ity 4 times

R&
when

- route even
AS path Is long

Routers tie-breaking

with AS

bath length

will switch from
commodity to R&E

Routers that localpref
commodity will select
commaodity route even

when

AS pathis long




Result Summary - June Sth 2025

Inference Prefixes PR
Always R&E 2,/58 80.8% 1,940  75.3%
Always commodity o5 SRS A0y 323
Switch to R&E ESRGCHRS 8 327 RS
Switch to commodity 3 0.0% 3 0.1%
Mixed R&E and commodity 371 3.1% 223 8.8%
Osclllating 2 0.0% 2 2
Jotal: 12,077 27

Majority always used the R&E route
(regardless of prepend configuration)
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Result Summary - June Sth 2025

Inference Prefixes ASes
Always R&E 2,/58  80.8% | 940
Always commodity 340 7.0% 353 13.7%
Switch to R&E o A 32725 NELo
Switch to commodity 3 0.0% 3 0.1%
Mixed R&E and commodity 371 3.1% 223 8.8%
Osclllating 2 0.0% 2 2
Jotal: 12,077 27

Small fraction always used the commodity route
(regardless of prepend configuration)
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Result Summary - June Sth 2025

Inference Prefixes PR
Always R&E 2,/58  80.8% | 940
Always commodity o5 SRS A0y 323
Switch to R&E 103 9.1% 322 12.5%
Switch to commodity 3 0.0% 3 0.1%
Mixed R&E and commodity 371 3.1% 223 8.8%
Osclllating 2 0.0% 2 2
Jotal: 12,077 27

Small fraction used route with shortest AS path
(assigned same localpref to both commodity and R&E routes)
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Result Summary - June Sth 2025

Inference Prefixes PR
Always R&E 2,/58  80.8% | 940
Always commodity o5 SRS A0y 323
Switch to R&E ESRGCHRS 8 327 RS
Switch to commodity 3 0.0% 3 0.1%
Mixed R&E and commodity 371 3.1% 223 8.8%
Osclllating 2 0.0% 2 2
Jotal: 12,077 27

Three ASes unexpectedly switched to commodity.
In a prior experiment, an operator reported that the
switch was due to an unrelated outage.
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Result Summary - June Sth 2025

Inference Prefixes ASes
Always R&E 9,/58 80.8% | A
Always commodity obi SEENG 353 S
Switch to R&E ISR Y 327 .
Switch to commodit 3 0.0% 3G
Osclllating 2 0.0% 2 2
Total: 12,077 2,578

Some prefixes contain systems with different return paths.
(likely neighbor routers with address in probed prefix for interconnection)




* Validation:

- 22 of 25 localpre

See the paper for:

for those networks.

A3 |

the

3G

Zide

ncongru

ent observatio

lec

o — el eea

s were because the AS provided a commodity V

" Inferences were congruent with observations in public BGP data

RF to

pref inferences were correct. No response from -

» Comparison of May 2025 (SURF) and June 2025 (Internet2) experiments

- 96.9% of comparable prefixes had the same inference between experiments

- 44.4% of differences were due to configuration by a single R&E transit network

hird.
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See the paper for:

* Comparison of localpref inference (egress policy) with AS path prepending
observations (ingress policy)

- When we validated localpref inferences with operators, they volunteered their

prepending policy

- Often R&E Instrtutions prepended their commodity announcements when they

assigned a higher localpref to R&E

he small fraction o

" Institutions that prepended the

than thelr commodr

Ir R&
'y announcements had unpredictable in loca

Eeel 1O

» Application of the approach outside of R&E networking

Jncements more

pref assignment
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cffect of Equal Iocalpref case stuay

What happens when a network assigns equal localpref to R&E and commodity?

» RIPE NCC assigns equal localpref to 1ts
neighbors, so tie breaks with AS path length
and other metrics.

* RIPE Is a key source of public BGP data used
N the research community.

» RIPE provides a BGP view of its own routing.

* Does RIPE reach R&E-connected networks
via R&E or commodity?

24



cffect of Equal Iocalpref case stuay

What happens when a network assigns equal localpref to R&E and commodity?

» RIPE NCC assigns equal localpref to 1ts
neighbors, so tie breaks with AS path length
and other metrics.

RIPE used an R&E route to

* RIPE Is a key source of public BGP data used
N the research community.

reach 64% of R&E prefixes.

» RIPE provides a BGP view of its own routing. RIPE reached the remainder
over a commaodity route.

* Does RIPE reach R&E-connected networks
via R&E or commodity?
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cffect of Equal Iocalpref case stuay

What happens when a network assigns equal localpref to R&E and commodity?

* [he distribution of R&E-connected ASes

originating at least one route reached by RIPE via
R&E route was not evenly distributed by country.

» Countries with ASes reached mostly via R&E
typically had a National R&E Network that:

|, Provided commodity transit to 1its members

2. Prepended commodity routes

3. Had members single-homed




Implications

* Most R&E connected networks preferred R&E routes

* Some data-intensive R&E users may not benefit from the
global R&E infrastructure due to local routing policies

* [he persistence of these policy-driven detours suggest that the value
of the R&E Infrastructure 1s unevenly realized across the community

Inference Prefixes ASes
Always R&E 9./58 80.8% | 940 /5.3%
Always commodity 840 A% 353 [ S

Switch to R&E e £ S L A 3722 | A
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Related VWork: briet summary
See paper for further details

Measuring with VP from inside:

» Using IRR / Looking glasses / BGP /

traceroute restricts localpref inferences
to networks with those VPs

* Wang + Gao - IMC 2003

e Colitti et al. - ISCC 2006

lifl@

» Anwar et al. - IMC 2015 given tr
locpref da

<

"Future work can put more emphasis
N the inference of locpref allocations

DIERIE

ently of AS relationships,
e scarcity of large-scale

'a which are only avallable

- Kastanakis et al. - IMC 2023 e from g lichited i
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Related VWork: briet summary
See paper for further details

Measuring with VP from inside:

» Using IRR / Looking glasses /
icts localpret inferences

Traceroute restr
to networks wit

N those V

Re

* Wang + Gao - IMC 2003

e Colitti et al. - ISCC 2006

« Anwar et al. - IMC 2015

« Kastanakis et al. - IMC 2023

BGP /

adc

ress Wit

Oon

DIG: AlSiES |

O pIP

Al 2

Measuring from outside:
e

os sourced from an

BGP route gives signal

now those destinations route, e.g..

» Convergence - SIGCOMM 2000

« Default routes - IMC 2009

» Anycast catchments - IMC 2017/

» RPKI ROV deployment - Benjojo 2018
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Inference of LocalPref Peer/Prov assiscnments

Tier-1 n2p Areliopn. ) iEEs
1299
c2p
Beta
ethO
y c2p
64509

p2p

[0
192.0.2.33

Meas. Host
192.0.2.0/24
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-xperiment Flow
40 30 20 10 00 01 02 03 04

CDF of updates

1 | | | | ' ' |
0.8 B
0.6 1:02:18 1:01:07 1:01:23 1:01:56 1:01:59 1:03:53 1:02:32 1:02:42 &
0.4 ¥
0.2 L]
O ] | ] | ] | 1l | ] | | | | | | ] |
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

B .

Nine ~/ minute probing windows (grey bars)

R&E Commodity

AS Path Longer #»rrrom—F7F(—(—— » AS Path Longe;;



CDF of updates
O i
PSRN oy £y =

-xperiment Flow

o Updates in R&E prepends phase (N=162) —JF—— Updates in commodity prepends phase (N=9,168) —
4-0 3-0 2-0 1-0 0-0 0-1 0-2 0-3 0-4
l l commoldity l l
~ b
1:02:18 1:01:07 1:01:56 1:02:42 5
commodity A
N\
| | | I | | | | | | |
09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00
Time (June 5, 2025 UTC)
Nine ~/ minute probing windows (grey bars)
followed BGP configuration change, and then
R&E ~| hour cool-off to allow BGP to converge Commodity

AS Path Longer ¢ rrnomomomrioooo--w-ooo» AS Path Longer
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Result Summary - June Sth 2025

Inference Prefixes PR
Always R&E 2,/58  80.8% | 940
Always commodity o5 SRS A0y 323
Switch to R&E ESRGCHRS 8 32725 NELo
Switch to commodity 3 0.0% 3 0.1%
Mixed R&E and commodity 371 3.1% 223 8.8%

Osclllating 2 0.0% 2 2

lotal. 12,077 iy

The percentages in the ASes column add to more than 100%
because some ASes are Included in multiple categories




Result Comparison: Internet2 and SURF

* VWe probed the same addresses while
SURF originated the route a week earlier.

» 96.97% of comparable prefixes had the
same Inference between experiments.

« 44 49 of differences were due to
configuration by NIKS - a Russian R&
transit network

NORDU
aEt
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Result Comparison: Internet2

and SURF

* WWe probed the same addresses while
SURF originated the route a week earlier.
102 50

» 96.97% of comparable prefixes had the 20
same Inference between experiments.
| NORDU
» 44.4% of differences were due to o
configuration by NIKS - a Russian R&E
transit network R&E Globa Globa
Drefixes Drefixes Drefixes

NIKS assigned a higher

~ANT than 1t dic

localpref to G

to Arelion and NORDUnet
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Result Comparison: Internet2 and SURF

* VWe probed the same addresses while
SURF originated the route a week earlier.

102

» 96.97% of comparable prefixes had the 20

same Inference between experiments.

« 44 49 of differences were due to
configuration by NIKS - a Russian R&
transit network

In May 2025, responses from
R&E networks downstream of

NIKS always arrived at our \gl/

measurement host over R&E Measurement Host




* We

SURF originated the route a week earlier.

Result Comparison: Internet2 and SURF

brobed the same addresses while

» 96.97% of comparable prefixes had the
same Inference between experiments.

« 44 49 of differences were due to

configura
transit ne

In June 2025, responses from R&

lon by NIKS - a Russian R&
'Work

networks downstream of NIKS

arrivec

dc

BIESIC

over R&E or commodity

iNng on AS path length.

NORDU

Measurement Host El/
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Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements:?)

192.5.43.4

» Our packet :Jrobmg method Infers the

egress routing
the measurec

BIO)

Blgs]

icy (how packets leave Commodity
1X) ===



Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements:?)

Commodity prepended 4x
174 14 14 14 14 14

192.5.43.4

* How do R&E enterprises influence ingress
routing with AS prepending?

Commodity s
i B

ingress packets — R&E

L LI

A
NYSERNet

AS | 4
Columbia

E prepended 2x
3754 14 14 14
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Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R=C T R=< (7 R

Always R&E
Always commodity
Switch to R&E

Total;




Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R=C T R=< (7 R

Always R&E
Always commodity
Switch to R&E

Total;

cqual More prepends More prepends
brepends  towards commodity towards R&E




Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R=C T R=< (7 R

Always R&E
Always commodity
Switch to R&E

Total;

No commodity
brovider




Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R=C T R=< (7 R

Always R&E
Always commodity
Switch to R&E

Total: 4072 3158 4 440

Networks were unlikely to prepenc
more towards R&E than towards commodity




Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R=C T R=< (7 R

Always commodity
Switch to R&E

lotal. 4072 / 3,153 402 [ a5

Networks prepending towards commaodity, or with no observec
commodity provider; generally always used R&E outbounc




Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R= C 7R (7 R
Always R&E 83.29 88.39%

Always commodity

Switch to R&E

Total / 4072 3158 \402 / 4 440

Networks with equal prepending were 2-3x more likely to localpref
R&E and commodity equally than the other common policies

47



Ingress / tgress Route Policy Correlation

(Do ASes that use localpref also prepend commodity route announcements?)

Inference Prepends No
R=C R<C ‘R>2CF CONE
Always R&E /3.8% 383.2%| 50.7% | 88.3%
Always commodity Py R ot b 4.1%
Switch to R&E i Cee ik 107 15 2700

lotal. A SN RiOPERE S

Networks prepending more towards R&E were more
unpredictable than networks with other inbound policies




Inference

Always R&E
Always Commodity
Switch to R&E

lotal

VWe contactec

Two ASes

Validation

(Are our inferences congruent with BGP views provided to RouteViews and RIPE RIS?)

Congruent

[ 5
3

4

27

Incongruent |otal
5% | 8
0 3
0 4
3% 25

22125 were congruent.

breferred R&E, but provic

We recelvec

ROEEE

SE

operators at the three incongruent ASes.

a commodity VRF to RouteViews.

bly from the third iIncongruent AS.
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cffect of Equal localpref: RIPE NCC case study

What happens when a network assigns equal localpref to R&E and commodity?

&F

» Different R&E networks in the U.S. have
different operational models. For example:

- CENIC (CA) provides commodity transit, : <
prepends 1ts ASN toward commodity \

- NYSERNet (NY) does not provide
commodity i

* Most N'Y-mapped ASes prepend their ASN
toward commodity

» 8347 of /4 NY-mapped ASes were reached
via an R&E path, while /8% of 12/ CA-

mapped ASes were. » Some CA-mapped ASes arrange their own
commaodity transit and do not prepena
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cffect of Equal localpref: RIPE NCC case study

What happens when a network assigns equal localpref to R&E and commodity?
[ 100
30

- 60

- 40
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