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Motivation: VWhere are these routers located!

l‘ 154.54.9.6 :
Router #1 | 173.205.55.118 |
¢« 206.111.0.201 )
e e - ———m—— =
| 154.54.12.54 !
Router #2 | 129.250.193.162 |

| 6412514239|

| 109.200.218.13 :
Router #3 | 4.14.228. 118
| 168.143.105.162 .

| 216.66.14.186 :
Router #4 | 4.69.219. 110
| 195.22.206.99 .



Motivation: VWhere are these routers located!

: 154.54.9.6 :
Router #1 | 173.205.55.118 |
¢« 206.111.0.201 )
e e - ———m—— =
| 154.54.12.54 !
Router #2 | 129.250.193.162 |

| 6412514239|

| 109.200.218.13 :
Router #3 | 4.14.228. 118
| 168.143.105.162 .

| 216.66.14.186 :
Router #4 | 4.69.219. 110
' 195.22.206.99 .

One approach:
delay measurements.

System is located within
distance implied by
observed RTT from a
known location.



Motivation: VWhere are these routers located!

i | 154.54.9.6 ) Range
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Motivation: VWhere are these routers located!

Router #1

Router #2

Router #3

Router #4

|
) 4ms from 1ad
|‘ (Dulles, VA, US)

173.205.55.118

| 154.54.12.54

, 3ms from iad 129.250.193.162
| (Dulles, VA, US) 64.125.14.239

____—__—___—__—___—J

. R 109.200.218.13
| J 4.14.228.118

| (College Park, MD, US) 4158 143.105.162

____—__—___—__—___—J

| g 216.66.14.186
| A 4.69.219.110

| (College Park, MD, US) 195.22 206.99

———————————————————J

154.54.9.6 !

206.111.0.201

~400km

~ 300km

~ 300km

~400km

No further than
300-400km from
systems in the

Washington D.C.
area.

New York!?
New Jersey!?
Philadelphia?

D.C. area!



Substantial work requires accurate router geolocation

Internet resilience to natural disasters, optimality of paths, etc.

iPlane: An Information Plane for Distributed Services On inferring regional AS topologies
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Inturtion: Naming Conventions

I‘ x0.iad02.atlas.cogentco.com ‘
Router #1 as2828.was14.ip4.gtt. net
\ te9-2-0d0.cir1.ashburn-va.us.xo.net ;

| vodafone.iad02.atlas.cogentco.com |
Router #2 | ae-0.vodafone.asbnva02.us.bb.gin.ntt.net |
I zayo.vodafone.er2.iad10.us.zip.zayo.com |

| usgas1-rt002i.i3d.net !
Router #3 | Interactive.edgel.washington111.level3.net |
I ce-0-4-0-2.r05.asbnva02.us.ce.gin.ntt.net |

| level3-as3356.e0-51.switch2.ash1.he.net :
Router #4 | ae-1-3510.edgel.washingtoniii.level3.net
| level3.ashburn2.ash.seabone.net |

Hosthames suggest
Washington D.C.
area.

Goal: build a system
that learns conventions
that each operator uses

to encode geohints.



Challenge: operators use different conventions

: x0.iad02.atlas.cogentco.com ‘

Router #1 | as2828.was14.ip4.gtt. net Operators can choose
\_ _ _ _te9-2-:0d0.cirt.ashburn Xa_ui@ﬂe_t,l their own convention.
R - — = = = = = = = —————
| vodafone.iad02.atlas.cogentco.com :

Router #2 : ae-O.vodal:cone.asbpvaOZ.us.b.b.gin.ntt.net VWe need to accommodate
oo cr2.ac10.00zp 280 com them all,
e ool
| usgas1-rt002i.i3d.net !

Router #3 | Interactive.edgel.washington111.level3.net | :

, Our method inferred

ce-0-4-0-2.r05.asbnval2.us.ce.gin.ntt.net | .
——————————————————— conventions for

| level3-as3356.e0-51.switch2.ash1.he.net : 1023 suffixes w/ IPv4 routers

Router #4 l ae-1-3510.edgel1.washingtoniii.level3.net | 241 suffixes w/ IPv6 routers
level3.ashburn2.ash.seabone.net |



Challenge: operators use different dictionaries

I‘ xoliadD2.atlas.cogentco.com ‘
Router #1 as2828|wadl14.ip4.gtt. net
\ te9-2-0d0.cir1.ashburn-va.us.xo.net ;

| vodafoneliadd2.atlas.cogentco.com :
Router #2 | ae-0.vodafone.asbnva02.us.bb.gin.ntt.net |
| zayo.vodafone.er2|iadfi0.us.zip.zayo.com |

| usgas1-rt002i.i3d.net !
Router #3 | Interactive.edgel.washingtoniii.level3.net |
I ce-0-4-0-2.r05.asbnva02.us.ce.gin.ntt.net |

level3-as3356.e0-51.switch2.ash1.he.net :
Router #4 | ae-1-3510.edge1.washingtoniii.level3.net
| level3.ashburn2.ash.seabone.net |

Most common: operators
embed |IATA airport code
of closest airport.

Airport codes are unique.



Challenge: operators use different dictionaries

I‘ x0.iad02.atlas.cogentco.com ‘
Router #1 as2828.was14.ip4.gtt. net
\ te9-2-0d0.cir1 va.us.xo.net ;

| vodafone.iad02.atlas.cogentco.com |
Router #2 | ae-0.vodafone.asbnva02.us.bb.gin.ntt.net |
I zayo.vodafone.er2.iad10.us.zip.zayo.com |

usqas1-rt002i.i3d.net ‘

|
Router #3 | interactive.edge|washingtonfi11.level3. net
I ce-0-4-0-2.r05.asbnva02.us.ce.gin.ntt.net |

level3-as3356.e0-51.switch2.ash1.he.net !

Router #4 | ae-1-3510.edge1 111.Ievel3.net:
| level3|ashburnP.ash.seabone.net |

Also common: operators
embed place names.

Challenge: at least
27 populated places
named “Washington”

4 named ‘“Ashburn”

10



Challenge: operators use different dictionaries

I‘ x0.iad02.atlas.cogentco.com ‘
Router #1 as2828.was14.ip4.gtt. net
\ te9-2-0d0.cir1.ashburn-va.us.xo.net ;

| vodafone.iad02.atlas.cogentco.com ‘

Router #2 | ae-0.vodafonelasbnval2.us.bb.gin.ntt. net
| zayo.vodafone.er2.iad10.us.zip.zayo.com |

| usqas1-rt002i.i3d.net :
Router #3 | interactive. edge1 .washingtoniii.level3.net
| ce-0-4-0-2.r05|asbnvad2.us.ce.gin.ntt.net |

level3-as3356.e0-51.switch2.ash1.he.net :
Router #4 | ae-1-3510.edgel.washingtoniii.level3.net
| level3.ashburn2.ash.seabone.net |

Also common: operators

embed (portions of) a
CLLI code.

Chars Meaning e.g.

4 Place asbn
2 State/country va
5 various

asbnva = Ashburn, VA, US



Challenge: operators use different dictionaries

I‘ x0.iad02.atlas.cogentco.com ‘
| as2828.was14.ip4.gtt. net
\ te9-2-0d0.cir1.ashburn-va.us.xo.net ;

Router #1

vodafone.iad02.atlas.cogentco.com |
ae-0.vodafone.asbnva02.us.bb.gin.ntt.net |

|
Router #2 |
I zayo.vodafone.er2.iad10.us.zip.zayo.com |

lusgasfl-rt002i.i3d.net :
interactive.edge1.washingtoniii.level3.net |

ce-0-4-0-2.r05.asbnval2.us.ce.gin.ntt.net |

level3-as3356.e0-51.switch2.ash1.he.net :
Router #4 | ae-1-3510.edgel.washingtoniii.level3.net
| level3.ashburn2.ash.seabone.net |

I
Router #3 |
I

UN LOCODEs are

less common, and
not always human
readable.

Chars Meaning e.g.

2 Country us

3 Place gas

gas = Ashburn, VA, US

12



Challenge: operators use different dictionaries

: x0.iad02.atlas.cogentco.com ‘
Router #1 as2828.was14.ip4.gtt. net
\

te9-2-0d0.cir1 ashburnxo net ;

| vodafone.iad02.atlas.cogentco.com ‘
Router #2 | ae-0.vodafone.asbnva02|us|bb.gin.ntt. net
| zayo.vodafone.er2.iad10/us|zip.zayo.com |

| usqgas1-rt002i.i3d.net :
Router #3 | Interactive.edgel.washingtoniii.level3.net
| ce-0-4-0-2.r05. asbnvaOZ-ce gin.ntt.net L]

level3-as3356.e0-51.switch2.ash1.he.net :
Router #4 | ae-1-3510.edgel.washingtoniii.level3.net
| level3.ashburn2.ash.seabone.net |

Some operators helpfully
embed country or state

codes in their hostnames.

i.e., we know that
“ashburn’ refers to the
one in Virginia, US.

13



Challenge: operators deviate from dictionaries

: x0.iad02.atlas.cogentco.com ‘
Router #1 | as2828.was14.ip4.qgtt. net
\ te9-2-0d0.cir1.ashburn-va.us.xo.net ;

| vodafone.iad02.atlas.cogentco.com !
Router #2 | ae-0.vodafone.asbnva02.us.bb.gin.ntt.net |
| zayo.vodafone.er2.iad10.us.zip.zayo.com |

| usgas1-rt002i.i3d.net :
Router #3 | Interactive.edgel.washington111.level3.net |
| ce-0-4-0-2.r05.asbnva02.us.ce.gin.ntt.net |

| level3-as3356.0-51.switch2]ashfl.he.net
Router #4 | ae-1-3510.edge1.washingtoniii.level3. net
' level3. ashburnZEseabone net |

he.net and seabone.net

both use “ash’” to mean
“Ashburn, VA, US”.

““ash’ is the IATA code
for “Nashua, NH, US”

Implication: must learn
per-suffix dictionaries

Challenge: abbreviations

are lossy
14



Contributions of this work

* We desigh and implement a method that
automatically

- learns regexes that extract geohints from hostnames,

- learns new geohints when operators deviate from the
dictionary.

* We publicly release

- the source code implementation as part of Holho, Hoiho: Yellow-eyed penguin
(Holho: Holistic Orthography of Internet Hostname Observations)

- the inferred naming conventions and a utility to apply

them. - https://www.caida.org/tools/measurement/scamper/

- https://www.caida.org/publications/papers/202 | /hoiho/

mage: Brent Beaven
Department of Conservation (New Zealand) 15




* For an August 2020 set of 2.56M routers with [Pv4 addresses

- 8.8% had hostnames containing apparent geohints

- Our method inferred naming conventions for 906 suffixes
that extracted geohints from 86.8% of these routers

|47 (38.2%) of 46| suffixes deviated from IATA
dictionary: deviation from dictionary was common

- We evaluated our method on four sets of routers, with

IPv4 and IPv6 o

Key

Jters, to |

conventions, respec

Results

nfer 1023 and 241

vely, for -

‘hese routers.

Type Freq
IATA 46|
City 372

CLLI prefix 96
LOCODE 10
Facility 2

16



Selected Related Work

» undns: (SIGCOMM 2002)

+ CRG: (IMC 2004)

- DRoP: (CCR 2014)

« HLOC: (TMA 2017)

+ Hoiho: (IMC 2019 + 2020)

17



Selected Related Work: undns

Hand-crafted regexes built by

* undns: (5IGCOMM 2002) manually interpreting hostnames.

. CBG: (IMC 2004) Hand-crafted rules to interpret
| extracted output.
* DRoP: (CCR 2014) ~be-\d+\.(cor|bdr)\d+\.([a-z}{3})\d+\[a-z]{2,3}\vocus\net\.au$
. | e — - type=1 {
ALOC: (TMA 2017) : tl;e 18:23 corgl pergg .Wa.vOCUS. ne’i .au \l cor "backbone"
e cor01.per02.wa.vocus.net.au ] !
* Hotho: (IMC 2019 + 2020) > -::::::::::::::::l DAr "gateway

| be 102.cor02.mel07.vic.vocus.net.au \l }

'\ be-151.cor02.mel07.vic.vocus.net.au | loc=2 {

_________________ \ per "Perth, Australia’

lbe 100.bdr01.syd03.nsw.vocus.net.au | gl "Me bourne, Australia”

|be 101.bdr01.syd03.nsw.vocus.net.au | syd "Sydney, Australia"

Cwample routers }

18



Selected Related Work: CBG

» undns: (SIGCOMM 2002)
- CBG: (IMC 2004)

- DRoP: (CCR 2014)

« HLOC: (TMA 2017)

* Hotho: (IMC 2019 + 2020)

(Figure 2 of "Constraint Based Geolocation of Internet Hosts")

CBG infers/a system Is located at the
centroid of distance constraints

bullt using delay measurements from
vantage points with known locations.

19



Selected Related Work: DRoP

B Matched " deni-core-01-ae1.360.net
» undns: (SIGCOMM 2002) B Unratchied | dent-core-01-xe-1-1-0.360.net
I” deni-core-02-ae1.360.net |
¢ C_))G (‘MC 2004) |\ e 1 EOLG_OZ_X_GQ l (13_6(ln_9t |
- DRoOP: (CCR 00 | 4) I’_ N —1—eag—e 61—1_1_1 —36_0?19—’[‘
 seal-edge-02-lag1.360 Twe—t\

« HLOC: (TMA 2017) g

* Hotho: (IMC 2019 + 2020)

AT e O e0ne

Automatically built regexes that Limitation: R | constraints collected by
extract apparent geohints from traceroute do not provide tight constraints.

router hostnames, using R | Multiple works report that more DRoP-
constraints collected by traceroute inferred locations are wrong than correct.




Selected Related Work: HLOC

» undns: (SIGCOMM 2002)

+ CRG: (IMC 2004)

- DRoP: (CCR 2014)

« HLOC: (TMA 2017)

* Hotho: (IMC 2019 + 2020)

~or each hostname, identify possible
cseohints and collect RT | measurements
from nearby V

°s to confirm.

Limitations: confirmation bias.

oes not attem
not IN INp

DL

i

to learn geocodes
dictionaries.

21



Selected Related Work: HLOC

» undns: (SIGCOMM 2002)

+ CRG: (IMC 2004)

- DRoP: (CCR 2014)

. HLOC: (TMA 2017)

* Hotho: (IMC 2019 + 2020)

de-cix | .rt.act.tkt.de.retn.net

~or each hostname, identify possible
cseohints and collect RT | measurements
from nearby V

°s to confirm.

Limitations: confirmation bias.

oes not attem
not IN INp

DL

i

to learn geocodes
dictionaries.
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Selected Related Work: HLOC

» undns: (SIGCOMM 2002)

+ CRG: (IMC 2004)

- DRoP: (CCR 2014)

« HLOC: (TMA 2017)

* Hotho: (IMC 2019 + 2020)

de-cix | .rt.act.fkt.de.retn.net

e

CIX act
IATA code IATA code

(Chiclayo, PE)  (Waco, I X, US)

For each hostname, identify possible
cseohints and collect RT | measurements
from nearby VPs to confirm.

Limitations: confirmation bias.
Does not attempt to learn geocodes
not In Input dictionaries.

23



Selected Related Work: HLOC

+ undns: (SIGCOMM 2002) de-cix |.rtacttkt.de.retn.net
+ CBG: (IMC 2004) l l

HLOC does not consider tkt.de (Frankfurt, HE, DE)
* DRoP: (CCR 2014) because fkt is not in the dictionary

« HLOC: (TMA 2017)

For each hostname, identify possible
* Hoiho: (IMC 2019 + 2020) cseohints and collect RT | measurements
from nearby VPs to confirm.

Limitations: confirmation bias.
Does not attempt to learn geocodes
not In Input dictionaries.

24



Selected Related Work: Hoiho

\
. undns: (S‘GCOMM ZOOZ) | be-102.cor01.per02.wa.vocus.net.au |
'\ be-103.cor01.per02.wa.vocus.net.au |
Pl B g ol
» CBG: (‘MC 2004) | be-102.cor02.mel07.vic.vocus.net.au \l
'\ be-151.cor02.mel07.vic.vocus.net.au |
- DRoP: (CCR 2014) S SSSSSSSSoooooo
| be-100.bdr01.syd03.nsw.vocus.net.au
I
« HLOC: (TMA 2017) 810 BT Sy O

“be-\d+\.([a-z]+\d+\[a-z]+\d+\[a-z]*+)\.vocus\.net\.au$

* Hoiho: (IMC 2019 + 2020)

Hoiho 2019: learn regexes that extract

router names (strings shared across router
interface hostnames unique to each router)

(Hoiho: Holistic Orthography of Internet Hostname Observations)

25



Selected Related Work: Hoiho

 undns: (SIGCOMM 2002) ‘; éi@%’gu;s’@i@é@ozESEVZ"E”Eieiai’z
\_ _ _ _8s11086.bdr01.syd03.nsw.vocus.net.au,,
- CBG: (MC 2004 (T o o o002 pe v Yoo net
oRer R 014
(_ _ _asn181107.bdr01.bne03 qld vocus. netau
QR (A 2017 S T 12 A e oous A
* Hoiho: (IMC 2019 + 2020) “asn!(\d+)\.["\]+\.+\vocus\.net\.au$

Hoiho 2020: learn regexes that extract

router ownership information reported by
operators in ASN tags

(Hoiho: Holistic Orthography of Internet Hostname Observations)

26
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Overview of Our Geolocation Method in Holho

1 —~——— 3 GeoNames
Routers ITDK Public Sufflx * Delay * Reference L. OCODEs
Hostnames L|st Constralnts chtlonary OurAirports

(§5.1.2) § §514

§513

(§5.2)

* |dent|fy apparent * generate and * dictionary * select best
geolocatlon hints evaluate regexes reflnement conventlon

(§5.3)

§511

CLLI, PeeringDB

4 (§5.4)

/Legend:

\_

Y New Feature
iﬁ’ Modification

=

A

5 (§5.5)

e aoEr oEr GED GED GED GED GED GED GE GE GED GE GED GE GE GED GED GED GED GED GED GED GE GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED GED 2 aE

Holistic Orthography of Internet Hosthame Observations (Hoiho)

We licensed a C

names from iconectiv: we map

atabase ma

D)

bing CLLI prefixes to

DISE

these to lat/

ocation
ongs.

Geographic

* Naming
Conventions

\
I
|
I
I

27



Overview of Our Geolocation Method in Holho

1 — A GeoNames /Legend: *
Routers ITDK Public Sufflx * Delay * Reference L OCODEs * New Feature
Hostnames Llst Constralnts chtlonary OurAirports < Modificatio
i ification

§51 3 §51 2)y §51 44 (§5.1.1) CLLI Fesingtas /

§53 5§55 |
|
|
|

* generate and 3% select best
evaluate regexes convention

Focus in this talk on identifying Geographic

apparent geohints, and interpreting C*O'n'\\/':r']‘t‘l'(':r?s
new geohints.

See paper for rest of method detail. -




\dentnfy DOSsIDle geohmts with input dictionary

l ae0-2.rt.irx.vie.at.retn. net )
'\ ael-1.rt.irx.vie.at.retn. net '

Consider sequences of a\phabeﬂca\
characters that are defined In the
input dictionary.

29



tdentnfy DOSSIDle geohmts with input dictionary

| ae0-2.rt.irx.vie.at.retn. net ) . vie

| ael-1.rt.irx.vie.at.retn. net ' (Vienna, AT) R
R e | et /’ A N[
\ ael-4.rt.evo.ams.nl.retn. netl e (Amsterdam, NL)

( ae0-4.rt.wbx.sea.us.retn. net ) 4/ (>eattle, WA, US)

____________ cpn

{ ae1-5.rt.irx.coh.dk.retn. net | /’ o (Copenhagen, DK)
(Mersmg MY)

‘\ (Stony R|ver AK, US)

Consider sequences of atphabetmat (Ch|dayo, PE)
characters that are defined In the act
iNput dictionary. (Waco, X, U5)




[dentity apparent geohints with RT [ measurements

| ae0-2.
rt.irx.vie.at.retn. net | 3ms feasible from VP inVienna? Vi€

|
. ael-lrtirx.vie.at.retn.net ! (Vienna, AT)
f—_—— e m e — —— — — —
e ? am
Y ae1-4 rt.evo.ams.nl.retn. net ' ms feasible from VP In Amsterdam! (Amsterdam N|_)

Ims feasible from VP In Amsterdam?
(Copenhagen, DK)

mep
(Mersmg MY)

\ (Stony Rlver AK, US)

A string Is an apparent geohint |f
measured RTTs are consistent with (Ch|dayo, °E)
the location implied by the geohint (W e

aco, I X, US)




[dentity apparent geohints with RT [ measurements

————————————~

' ae0-2.rt.irx.vie.at.retn.net | 3ms feasible from VP in Vienna? vie

| aei1-1.rt.irx.vie.at.retn.net | (Vienna A

e - -7 s feasible from VP in AmSterdam? - p oo 1)

\ ael-4.rt.evo.ams.nl.retn.net | > in Seattlel  sea ,

T ETSTTTT ST g feasbe IO 6 WA, US)

\ ae0-4.rt.wbx.sea.us.retn.net | . cph

/::::::::::::: W? (Copenhagen, DK)

. ael-b.rt.irx.cph.dk.retn.net | e g

B === —— R

( ael5tsrvmepnlretnnet | L 4msfesbe fonif (Mersing MY) _ |
(Stony River, AK, US)
CiIX

A string Is an apparent geohint i | - (Chiclayo, PE)

measured RT T's are consistent with | act

the location implied by the geohint (Waco, TX, US)



[dentity apparent geohints with RT [ measurements

| ae0-2.rtirx.vie.at.retn.net | } vie o

| | )

QR G vio . roin.net Mdba e

A S S T T T M

\ ael-4.rt.evo.ams.nl.retn. net l ael AMSIC O

DK)

A string Is an apparent geohint |f
measured R ['s are consistent with
the location implied by the geohint

33



[dentity apparent geohints with RT [ measurements

|  ae0-2.rt.irx.vie.at.retn. net l vie.at

\_ ael-1.rtirx et ' (Vienna; A

s - ———— ° (Amsterdam, NL)

\ ael-4.rt.evo.ams.nl.retn. net ) g

( ae0-4.rt.wbx.sea.us.retn. net ) 4/ (>eattle, WA, Us)

———————————— cph.dk
{ ael-5.rt.irx.cph.dk.retn. net ye—  (Copenhagen, DK)

____________ Note: these hosthames appear to Incluge

{ de-cix1.rt.act.fkt.de.retn. net | an 150-3166 country-code.
———————————— Our method identifies this as something

't should extract.
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Builld Regular Expressions to Extract Apparent Geohints

i ae0-2.rt.irx.vie.at.retn. net l
| ae1-1.rt.irx.vie.at.retn. net | '

(see paper for details)

A\ ([a-z{3)\([a-z]{2})\retn\.netT

D
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Builld Regular Expressions to Extract Apparent Geohints
(see paper for details)

l ae0-2.rt.irx.vie.at.retn. net l
| ae1-1.rt.irx.vie.at.retn. net | '

A\ ([a-z{3)\([a-z]{2})\retn\.netT

l l

IATA CC

Our method includes a plan

for each regex: 1.e., what each

extraction re

Dresents.

D
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Builld Regular Expressions to Extract Apparent Geohints

B — — — — — — (see paper for details)

" ae0-2.rt.irx.vie.at.retn.net | «— ata: vie, cc: at

'\ ael-1.rt.irx.vie.at.retn. net l — i3ta; vie, cc: at Vienna, AT

B — = = ===

\ ael-4.rt.evo.ams.nl.retn. net | «— jata: ams, cc: nl Amsterdam, NL
L i ——

\ ae0-4.rt.wbx.sea.us.retn. net | < jata: sea, cC: us Seattle, WA, US
e = — — — — — —

« ael-b.rtirx.cph.dk.retn. net | +<— |ata: cph, cc: dk Copenhagen, DK

A\ ([a-z{3P)\.([a-z]{2})\.retn\.net$
IATA CC
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Builld Regular Expressions to Extract Apparent Geohints
B — — — — — — (see paper for details)

l ae0-2.rt.irx.vie.at.retn. net | «—> |3ta: vie, cc: at
| ael-1.rt.irx.vie.at.retn. net | —> ata: vie, cc: at

A\ ([a-z{3})\.([a-z{2})\.retn\.netD
IATA CC

Vienna, AT
Amsterdam, NL

Seattle, WA, US
Copenhagen, DK
44
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Learn Geohints not In Dictionary

Consider abbreviations of R T-consistent populated places

B = T = e == = Place Population
RSO F1.5rv.mep.nl.retn. rlet | % Meppel, DR, NL 30,697
4ms from Amsterdam, NL Meppen, DR, NL 305
Middelkoop, UT, NL 370
———————————— Place Population
( de-cix1.rt.act fkt.de.retn.net | % Frankfurt am Main, HE, DE_ 650,000
8ms from Zurich, CH Frankenthal, RP DE 47 438
Falkenstein, DE 9528

me of candidate populated place

+ 5 other locations

ust match first letter in abbreviation.

r

Prefer places with known facilities, | Y Place has a facility listed in PeeringDB
then places with higher population.




Validation of learned geohints against ground truth

aorta.net as82 | 8.eu oeant.net ott.net he.net
3/4 3/3 3/ 3 2172 414
(/5%) (100%) (100%) (100%) (100%)
ntt.net retn.net  seabone.net  tibnw.net zayo.net
| /7/18 25/34 [4/15 2/ 14 414
(94.47%) (/3.57%) (93.37%) (14.3%) (100%)

VWe obtained ground truth for the learned geohints
from operators at |0 different networks.

Overall
92/117

(78.6%)
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Validation of learned geohints against ground truth

aorta.net as82 | 8.eu oeant.net ott.net he.net
3/4 3/3 3/ 3 2172 414
(/5%) (100%) (100%) (100%) (100%) Overall
92/117
ntt.net retn.net  seabone.net  tibnw.net zayo.net (78.6%)
| /7/18 25/34 [4/15 2/ 14 414
(94.47%) (/3.57%) (93.37%) (14.3%) (100%) I

Overall, /8.67% of the learned geohints we
validated identified the correct place.
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Validation of learned geohints against ground truth

aorta.net as82 | 8.eu oeant.net ott.net he.net
3/4 3/3 3/3 2172 414
(/5%) (100%) (100%) (100%) (100%)
ntt.net retn.net  seabone.net zayo.net
| /7/18 25/34 [4/15 2/ 14 4/4
(94.47%) (/3.57%) (93.37%) (14.3%) (100%)

|

Qutlier: Facebook, which places datacenter
facilities In low-population locations that are
not used as peering facilities (not in PeeringDB)

Overall
92/117

(78.6%)
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Validation of conventions against ground truth

100

N\ =~ O 0
e illasl ) | (O

Percentage of hostnames
with geohints

-

Hoiho:FP

HIL.OC:FP

DROP:FP oo

Hoiho: TP s 240 % the correct location for 94.09% of

DROP:TP s 20-0%

* Our method in Hoiho inferrec

nostnames across |4 suffixes.

HLOC:TP 13.1%

* DRoP and undns coverage Is
lower as thelr conventions are old

* HLOC and DRoP FPs are because

undns:FP |
undns: TP 21.8%  they don't learn custom geohints
All Hostnames: 17232 < undns also missing location

Note: gap between to

false negatives: geohints missed by a method.

Mappings

b of bar and 100% are
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Validation of conventions against ground truth

100

N\ =~ O 0
e illasl ) | (O

Percentage of hostnames
with geohints

-

Hoiho:FP

Ho1ho: TP mees 94.0%
HILOC:FP
HLOC:TP 13.1%

DROP:FP s
DROP:TP s 20 -0%

undns:FP
undns: TP 21.8%
All Hostnames: 17232

Method PPV
Holho 95.67%
ILOC 385.196
DRoP 8/.296
undns 98.3%

[hough undns has lowest coverage,

t has highest PPV: TP/(TP+F

D).

[ he locations 1t has In Its dictionary

are generally correct.
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L imrtation: not all o

VP

atl, us
ord, us
dal, us
jtk, us
dal, us
S|C, US

Dictionary: atnga: Atlanta, GA

Al &1 uses a convention with no
abbreviation of p

not basec

on alr

RTT

berators use an easily parsed convention

Hosthame

/ms  atnga00002cce9-irb-2.infra.cdn.att.net

9ms  bcvoh00002cce9-irb-2.infra.cdn.att.net

5ms  dlltx00001cce9-irb-2.infra.cdn.att.net

Tms  nycny00002cce9-irb-2.infra.cdn.att.net

4dms  rd3tx00001cce9-ae120-100.infra.cdn.att.net
4dms  scaca00002cce9-ae120-200.infra.cdn.att.net

nycny: New York City, NY

bcvoh: Brecksville, OH rd3tx: Richardson, TX

dlltx:

lace anc

DOrt CcocC

Dallas, TX

/-letter state coc

€S dncC

@

scaca: Sacramento, CA

fficult even for a human to ¢

cCl

bunctuation between 3-letter
e. 3-letter abbreviations are

pher:
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sSummary

* We desighed and implemented a method that automatically
- learns regexes that extract geohints from hostnames,
- learns new geohints when operators deviate from the dictionary.

* We publicly release

- the source code implementation as part of Holho,

(Hoiho: Holistic Orthography of Internet Hostname Observations) Method Coverage

- the inferred naming conventions and a Holho 74.0%
utility to apply them. L OC 73 | %
- https://www.caida.org/tools/measurement/scamper/ DRoP 56.6%

- https://www.caida.org/publications/papers/202 | /hoiho/ undns 2 1.8%
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BACKUP SLIDES
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High-level Approach

* Infer It an operator embeds information identifying the location of the router
N PTR hostname records for router interfaces

* Input.

- Moazilla public suffix list to identify where domains can be registered (.net, .org, .co.nz)

- Hostnames for router interfaces observed by traceroute (P TR records)

- Router alias inferences from MIDAR, mercator

- RT T measurements using ICME UDFB and TCP pings
- Geohint dictionary with [ATA, ICAQO, CLLI prefixes, LOCODEs, Towns, States, Countries

* Output. regular expressions that extract router geolocation, and a dictionary to
interpret the geohints.
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Results: Coverage of Inferred Naming Conventions

August 2020 March 2021  November 2020 March 2021
Routers |Pv4 |Pv4 IPv6 IPv6
total 2.56M 2.57M 559K 525K
e | 41M | 39M 84K 84K
(55.0%) (54.1%) (15.1%) (16.0%)
with apparent geohint e =L b o)
PPArEnt 5 (8.8%) (8.5%) (5.3%) (5.8%)
. 195K 83K 26K 27K
. (7.6%) (7.1%) (4.7%) (5.2%)

We used CAl
samp

es from avallable CAll

DA T

DKs where we simultaneously collected RT T
DA Archipelago Vantage Points.

Our conventions extracted 83.4% - 89.67% of apparent geohints.
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Validation of conventions with ground truth

Hoiho: 71.7% 993% 75.6% 99.6% 93.0% 955% 985% 955% 843% 778.7% 88.6% 903% 94.7% 96.7% 94.0%
HLOC: 633% T79.8% 473% 81.1% 63.7% 828% 7T12% 684% 39% 557% 7T789% 683% 353% T7.7% 73.1%
DRoP: 50% 00% 00% 00% 00% 00% 804% 895% 20% 48.6% 603% 828% 00% 79.6% 56.6%

Undns: 61.7% 00% 565% 00% 00% 00% 284% 721% 7T8% 00% 47.7% 00% 00% 00% 21.8%
Hostnames: 60 2403 131 472 2770 1697 2121 3397 S1 479 1238 4128 19 766 17232

100

30

A
-

geohints

N
S

Percentage of
hostnames with

above akamai aorta as8218 geant ott he ntt nysernet retn seabone ttbnw  vrsn  zayo All
.net .Com .net .€u et .net et .net et .net et .net .net .com

Hoiho:FP | | HLOC:FP | | DRoOP:FP undns:FP | |
Hoiho: TP s HLOC:TP | | DRoOP: TP s undns: TP | |
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Selected Related Work: TBG

» undns: (SIGCOMM 2002)

A&

3G: (IMC 2004)

. TBG: (IMC 2006)

« DRoP: (CCR 2014)

« HLOC: (TMA 2017)

* Holho: (IMC 2019 + 2020)

(Figure 6 of “Towards IP Geolocation Using Delay and Topology Measurements’™)

1BG adds topological constraints (U) to
CBG — le,, Intermediate routers

obse

~ved Uusl

8

traceroute that reduce

the c

istance t

Gl

-/ could be from X/Y.
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Selected Related Work: DRoOP

» undns: (SIGCOMM 2002) 208 - TS
. CBG: (IMC 2004) g s Nl Mo
=04 - —

° : @)

DRoP: (CCR 2014) L o
2 | T AT T T T

HLOC <TMA 201 7) qms 10ms 100ms 1 10

Minimum RTT b) Number of VP

. Hoiho: (\MC 019 + 207 O) = per router S lo(ca)tions Wiih(;ample

Limitation: RT [ constraints collected by
raceroute do not provide tight constraints.

tiple works report that more

DRO

P_Inferred

locations are wrong than correct.
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Key Results: Validation

* We compared our geolocation inferences and those made by
other approaches with ground truth for hostnames in |4 suffixes.

- Our method has the highest coverage (94.0%)
and a PPV of 95.6%

Method Coverage PPV

* We compared our learned geohints against

oround truth from |0 suffixes with Our Method 940% 95 6%
| f1Xx- ] gl

| 1/ suffix-specific geohints Mele 73 1% 85 %

- 92/117 (78.6%) correctly identitied the DRoP 566%  872%

corresponding location

undns 21.8%  98.3%
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