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VWhich network operates these routers?

64.125.13.86
64.125.13.166
64.125.12.238



VWhich network operates these routers?

f corres

Dre

X Observec

64.125.13.86

Historic approach: use origin
tonomous System Number (ASN)
bonding longest matching

: D)
N BG 64.125.12.238

64.125.0.0/16 announced by AS 6461 (Zayo) i



Why s this hard?

Zayo - AS 6461 64.125 13.85 164.125.13.84/30] 54 125 13.86 Netflix - AS 2906
64.125.13.165 go4:125.13.164/300 64 125.13.166 IlJ - AS 2497
64.125.12.237 L64.125.13.236/300 g4 125 12.238 FT - AS 5511

Real world: Zayo provides addresses to routers operated by
their neighbors so that they can connect using the Internet protocols.

64.125.0.0/16 announced by AS 6461 (Zayo) y



Why s this hard?

Zayo - AS 6461 64.125 13.85 164.125.13.84/30] 54 125 13.86 Netflix - AS 2906

H

[t I1s challenging to : berator of AS border routers
as the router coulc resses provided by their neighbors.

64.125.0.0/16 announced by AS 6461 (Zayo) :




A growing body of work depends on getting
router ownership inference correct

on the African IXP substrate

Inferring Persistent Interdomain Congestion

Latency Imbalance Among Internet Load-Balanced Paths:

A Cloud-Centric View
A First Comparative Characterization of
Multi-cloud Connectivity in Today’s Internet
MOF e edePl €S Unintended consequences: Effects of submarine
cited In the baper cable deployment on Internet routing
6

Revealing the Load-balancing Behavior of
YouTube Traffic on Interdomain Links




Router Ownership Inference Techniques:
Limited Validation

Towards an Accurate AS-Level Traceroute Tool| SIGCOMM 2003

Scalable and Accurate Identification of AS-Level

. INFOCOM 2004
Forwarding Paths

Toward Topology Dualism: Improving the Accuracy of PAM 2010

AS Annotations for Routers (RTAA)
bdrmap: Inference of Borders Between IP Networks IMC 2016
MAP-IT: Multipass Accurate Passive Inferences from MC 20164
Traceroute
Pushing the Boundaries with bdrmaplIT: Mapping Router IMC 2018
Ownership at Internet Scale (bdrmaplT),



Our approach: use Information in hostnames

Zayo - AS 6461 64.125.13.85 64.125.13.86  Netflix - AS 2906 .@
64.125.13.165 64.125.13.166 IlJ - AS 2497
64.125.12.237 64.125.12.238 FT - AS 5511




Our approach: use Information in hostnames

Zayo - AS 6461 Netflix - AS 2906
ae0.er5.iad10.us.zip.zayo.com zayo iad10.us.zip.zayo.com @
IlJ - AS 2497
xe-4-2-2.er5.ilad10.us.zip.zayo.com zayoiad1 0.us.zip.zayo.com
FT - AS 5511
xe-3-3-0.er5.1ad10.us.zip.zayo.com zayoiad1 0.us.zip.zayo.com

e operators embed information iIn hosthames because

them (and others) debug (and understand) their networks




Our approach: use Information in hostnames

Zayo - AS 6461 Netflix - AS 2906
ae0.erd.1ad10.us.zip.zayo.com zayo-neftflix.lad10.us.zip.zayo.com @
IlJ - AS 2497
xe-4-2-2.er5.1ad10.us.zip.zayo.com zayo-iij.lad10.us.zip.zayo.com
FT - AS 5511 .
xe-3-3-0.er5.1ad10.us.zip.zayo.com zayo-ft.lad10.us.zip.zayo.com

Zayo Router: erd.iad.us Azayo-([a-z\d]+)\.[a-zK3Nd+\.[a-z{2}\.zip\.zayo\.com$

/ayo embeds the name of the neighbor network in a

predictable format, 1.e., they use a haming convention.

10



HOIlstK: Hostname Orthography

ael.mcs1.cdgii.fr.eth.zayo. com,

* Broader context: automatically reason
ae61.mcs1.cdgli.fr.zip.zayo.com|

e e R atet dehalele about structure In router hostnames

R s . L T e e e N\

ae0.mcs1.ams17.nl.eth.zayo.com
ael.mcs1.amsi17.nl.eth.zayo.com)|

s S T Ee EE = \

ae15.mpr1.hnd1.jp.zip.zayo.com
ael16.mpri1.hnd1.jp.zip.zayo.com|

S z—a;ogt.i—a&a.asgia.z_ay—o;o—rn\,

"~ zayo-iij.iad10.us.zip.zayo.com

zayo-ntt.mpri.cdgit .fr.zip.zayo.com\l

as2914-gw-ptl.cw.net |
ae-15.r04.parsfr01.fr.ob.gin.ntt. net'
ae-2.r04.parsfrO1.fr.bb.gin.ntt. net



__molistic Hostname Orthography

mcs1.cdgii.ir
mcs1.cdgii.fr

l * Broader context: automatically reason
about structure in router hostnames

GED CGE GED GED GED GED GED GED GED GED GED aGED o o o o

e —— . S CTED TR SR e e e e \
| mcs1.ams17/.nl ,
| mcs1.amsi7.nl )
e R \
| mpr1.hndl.jp |
I\ mpr1.hnd1.jp )
( D e S S T T T T N\
B fLeiaU L V. US. 21D 2a y O. LOTT )
( T T T AT \
et | U, LS. 21D £dy V. LUIT] )

________________ %

parsfrO1.fr.ob.gin
parsfrO1.fr.ob.gin

Router Names from

_uckie et al."Learning Regexes to Extract

ostnames’’ IMC 2019
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Holistic Hostname Orthography

8 l * Broader context: automatically reason

s et St RS bttt il about structure In router hostnames

T e SRS T T e e Tem e—m \

| | * Luckie et al."Learning Regexes to bxtract
'\ ________________ Il Router Names from Hostnames' IMC 2019
e e e

N .
| | * Luckie et al.” eammg

LO

~xtract and Use

| I ASNs in Hostnames” IMC 2020

(_ _______________ N\
SR S CE S B IO SR Sy A J
(_ _______________ \
ST S s & R R 9 - S S Gy DA J
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__molistic Hostname Orthography

cag’ i tr 1 Broader context: automatically reason
- cagil.ir.zip.zayo.com b about structure in router hostnames
_______________ 9
ams’/.nl | - Luckie et al."Learning Regexes to bxtract
_ _ael.mcsi.ams1/.nl.eth.zayo.com I Router Names from Hostnames” IMC 2019
e N\ .
hnd1.jp 1 * Luckie et al.” eammg to Extract and Use
_ _ ael6.mpri.hnd1.|p.zip.zayo.com )l ASNs in Hostnames” IMC 2020
O f i—aa 0 u—s ______ \, » Luckie et al."Learning to Extract Geographic
—————_—_—_—__—-a——————_—_———_————\ nformation from Internet Router
______ RS- 21P-cay0.C0MM, ostnames’” CoNEXT 2021
________________ <
Cdg fr |
I
parsfrO1 fr :
)

I ParsirO 1 fr.bb.gin.nit.ne 3



__molistic Hostname Orthography

l * Broader context: automatically reason

A ket~ Rt atdaed el about structure In router hostnames

| * Luckie et al."Learning Regexes to bxtract

'\ ________________ I Router Names from Hostnames” IMC 2019

D R S e = = e = = e = \ |

| | * Luckie et al.” eammg to Extract and Use

| ael16.mpri.hnd1.|p.zip.zayo.com I ASNs in Hostnames” IMC 2020

’\_ ~ zayo-ft.iad10.us.zip.zayo.con \, » Luckie et al."Learning to Extract Geographic

(== ————=—=—=-==-===+ |Information from Internet Router

Tt el e P.cay0.COTT / ostnames’ CoNEXT 2021
________________ <

» Luckie et al."Learning

202 1|

Regexes 1o bxtract

Network Names from Hostnames AINTE
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Contributions of this work

* We design and implement a method that automatically

- learns regexes that extract
network names from hostnames,

- learns dictionary that maps
network names to their ASN

* We publicly release

- the source code mplementation as part of Hoiho,

(Holho: Holistic Orthography of Internet Hostname Observations) Hoiho:YeHovv—eyedpeguin
- the inferred naming conventions
- https://www.caida.org/tools/measurement/scamper/

- https://www.caida.org/publications/papers/202 | /hoiho-asnames/
mage: Brent Beaven

Department of Conservation (New Zealand) 16




CAIDA Internet lTopology Data Kit (ITDK)

Heavily curated router-level topology
dataset published roughly twice a year

* IPv4 Routers, with aliases inferred by MIDAR and Mercator

* IPv6 Routers, with aliases inferred by Speedtrap
* Links between routers

* Router geolocation Holho
Input

Data

* Router ownership (which AS operates each router)
* RouterloAsAssisnment (July 2010 - February 2017/)
* bdrmapl T (August 201/ - March 2021)

* DNS hostnames

* |9 ITDK datasets between July 2010 to March 202 |

17



CAIDA Internet Topology Data Kit (I1DK)

I I
| I
e e = = = = = == = =— = « N
) )
! I
;_ _______________________________ g
| I
I I
(— _______________ N\
o e f_t __________ )
G R e N\
A SIS VS &1D.20 Y O.COT )

646 |

646 |

646 |

oo | |
2914

29 14

» IPv4 and IPv6 Routers
» Router ownership (which AS

operates each router)

* DNS hostnames
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Inturtion: operators in different networks tend to
use the same string to identify a neighbor

Hostname ASN
zayo-netflix.iad10.us.zip.zayo.com 2906
netflix.sgix.sg 2906
netflix-gw.customer.alter.net 2906
netflix1.fra.ecix.net 2906
netflix1-lacp-100g.hkix.net 2906
netflix-inc.ear2.sanjose.level3.net 29006
nfix1.ix.fl-ix.net 2906

The corresponding routers are operated by AS 2906: Netflix.
Most operators use the same string “netflix”’.

Naming Network

Zayo
Singapore IX
Verizon
Megaport ECIX
Hong Kong IX
Level3

Community IX Florida

Some variation: abbreviation of ‘‘netflix’’ as “‘nflx’’.
Note: operators have different conventions for how they
encode Information in hostnames.
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. Automatically

. Automatically

. Automatically Refine Name

. Automatically Refine Regular

Approach

Bulld Seed Name Dictionary

Bulld Seed Regular

~XPressions

Dictionary

—XPressions

20



Approach

. Automatically Build Seed Name Dictionary

Name ASN

. Automatically Build Seed Regular Expressions level3 3356
netflix 2906

. Automatically Refine Name Dictionary i 497
. Automatically Refine Regular Expressions e i

olg 64496

Build a seed dictionary that maps strings to
ASNs, with the observation that multiple

different suffixes (operators) using the same
string provides grounds to infer a seed hame

21



Approach

|, Automatically Build Seed Name Dictionary

Name ASN

2. Automatically Build Seed Regular Expressions level 3 3356
netflix 2906

3. Automatically Refine Name Dictionary i 497
4. Automatically Refine Regular Expressions . £ e

olg 64496

Build seed regexes that extract

seed network names,
to allow phase three to identity

AT\ AT\ ]+ zayo\.com$

and remove spurious entries In
the seed name dictionary




Approach

|, Automatically Build Seed Name Dictionary

Name ASN
2. Automatically Build Seed Regular Expressions level3 3356
netflix 2906
3. Automatically Refine Name Dictionary «— i 1497
zayo 646

4. Automatically Refine Regular Expressions

AT\ AT\ ]\ zayo\.com$

D

Use seed regexes, which are
ikely to only extract network

names, to rebuild the
dictionary from scratch

23



Approach

|, Automatically Build Seed Name Dictionary

2. Automatically Build Seed Regular Expressions

3. Automatically Refine Name Dictionary

4. Automatically Refine Regular Expressions

AT\ AT\ ]\ zayo\.com$

Name ASN
level3 3356
netflix 2906
0 2497
zayo 646

Rebulld regexes with refined
dictionary, investing time to
build specific regexes that

~zayo-([a-z\d]+)\.[a-z]{3}\d+\.[a-z]{2}\.zip\ zayo\.comT

D

reflect operator intent




Phase |: Bulld Seed Dictionary

Hostname ASN
zayo-netflix.lad10.us.zip.zayo.com 2906
zayo-level3.cdgi11.fr.zip.zayo.com 3356

netflix-gw.skt.cw.net 2906
level3-gw.dus.cw.net 3356
netflix-ic-324205-hls-b2.c.telia.net 2906
level3-ic-347052-hls-b1.c.telia.net 3356

[dentify strings In

hostnames separatec
by punctuation.

25



Phase |: Bulld Seed Dictionary

Hosthame
zayo-netflix.lad10.us.zip [dentify strings in
zayo-level3.cdg11.ir.zip hostnames separatec
netilix-gw.skt by punctuation.

level3-gw.dus
netflix-ic-324205-hls-b2.c
level3-ic-347052-hls-b1.c

netflix level3 Zip
cdgl | his C iad 10 oW b2

us skt fr dus bl Te Zayo

26



Phase |: Bulld Seed Dictionary

Hostname ASN

inetfli] zayo.com 2906 — [dentify strings in
.. 2990 : hostnames separatec

cw.net 2906 — by yunctuation.
Inetix] Annotate strings with

ASN:suffix tags

netflix
2906: zayo.com
2906: cw.net

2906: telia.net



Phase |: Bulld Seed Dictionary

Hostname ASN

[dentify strings in

level3] zayo.com 3356 — hostnames separatec
P e : by punctuation.
level3 ‘cw.net 3356 —
TP : Annotate strings with
level3 ‘tella.net 3356 —
V ............I.u................... ............... o ASN:Suf‘ﬂx _tags
hetflix level3
2906: zayo.com 3356; zayo.com
2906: cw.net 3356: cw.net
2906: telia.net 3356: telia.net

28



Phase |: Bulld Seed Dictionary

Hostname ASN
_z__qyo.com 2906 — dentify strings in
zipjzayo.com 3356 — hostnames separatec
by punctuation.

Annotate strings with

ASN:suffix tags
netflix level3 Zip
2906: zayo.com 3356: zayo.com 2906: zayo.com
2906: cw.net 3356: cw.net 3356: zayo.com

2906: telia.net 3356:telia.net

29



Phase |: Bulld Seed Dictionary

Hostname ASN Add
zayo-netflix.iad10.us.zip.zayo.com 2906 netflix: 2906
zayo-level3.cdg11.fr.zip.zayo.com 3356 level3: 3356

netflix-gw.skt.cw.net 2906 |tpo seec dictionary
level3-gw.dus.cw.net 3356

3 different suffixes

netflix-ic-324205-hls-b2.c.telia.net 2906 abel routers
level3-ic-347052-hls-b1.c.telia.net 3356 operated by those
ASNs with those
netflix level3 le Stringg

2906: zayo.com 3356: zayo.com 2906: zayo.com

2906: cw.net 3356: cw.net 3356: zayo.com
2906: telia.net 3356: telia.net




Phase |: Bulld Seed Dictionary

Hostname ASN
zayo-netflix.iad10.us.zip.zayo.com 2906
zayo-level3.cdg11.fr.zip.zayo.com 3356 Do not add zip to
netflix-gw.skt.cw.net 2906 seed dictionary: no
level3-gw.dus.cw.net 3356 clear signal that zip is
netflix-ic-324205-hls-b2.c.telia.net 2906 correlated with any
level3-1c-347052-hls-b1.c.telia.net 3356 ASN
netflix level3 Zip
2906: zayo.com 3356; zayo.com 2906: zayo.com
2906: cw.net 3356: cw.net 3356: zayo.com

2906: telia.net 3356:telia.net

31



Phase 2: Bulld Seed Regexes for each suffix

Seed Name

Dictionary

Hosthame ASN

[dentity strings In hostname
with an entry in the seec
dictionary congruent with

the ASN mapping, then
automatically build anc
evaluate regexes that
extract those strings.

32



Phase 2: Bulld Seed Regexes for each suffix

Hosthame ASN
zayo-neftflix.lad10.us.zip.zayo.com 2906 (A)
zayo-level3.cdg11.fr.zip.zayo.com 3356 (B)

zayo-tata.ams1.nl.zip.zayo.com 6453 (C)

First set: zayo-<name>

followed by three ¢

Ot-

Seed Name netflix:2906 level3:3356 tata:6453 separated components.

Dictionary

AAT+- (A TN AT AR A 4\ zayo\.com$

True Positives: 3 of 6 — hosthames A, B, C

/ayo has slightly diffe

formats for labell
names In hos

rent

Ng Ne

"WOrk

LNadIMmes.




Phase 2: Bulld Seed Regexes for each suffix

Hosthame ASN

zayo-sprint.er2.ord7.us.zip.zayo.com 1239 (D)
zayo-tata.mpri.fra4.de.zip.zayo.com 6453 (E)
zayo-telefonica.er2.dfw2.us.zip.zayo.com 12956 (F)

Seed Name tata:6453 Second set: zayo-<name>
Dictionary sprint:1239 telefonica:12956 followed by four dot-

separatead components.

AT (A TN AT AT AL A T\ zayo\. com$ . .
True Positives: 3 of 6 — hostnames D, E, F /ayo has slightly diffe

formats for labelling network
names In hostnames.




Phase 2: Bulld Seed Regexes for each suffix

Hosthame ASN
zayo-neftflix.lad10.us.zip.zayo.com 2906 (A)
zayo-level3.cdg11.fr.zip.zayo.com 3356 (B)

zayo-tata.ams1.nl.zip.zayo.com 6453 (C)
zayo-sprint.er2.ord7.us.zip.zayo.com 1239 (D)
zayo-tata.mpri.fra4.de.zip.zayo.com 6453 (E)

zayo-telefonica.er2.dfw2.us.zip.zayo.com 12956 (F)

Seed Name netflix:2906 level3:3356 tata:6453
Dictionary sprint:1239 telefonica:12956

In practice, iImportant thing
s that the network name
s found after the first dash.

/ayo has slightly different

A[A-]+-([M\.]+)\..4+\.zayo\.com$ formats for labelling network
True Positives: 6 of 6 — hosthnames A, B, C, D, E, F names in hostnames.




Phase 3: Refine Name Dictionary

(see paper for details)
» Use seed regexes to filter out spurious dictionary entries by ——— O
rebuilding dictionary from scratch Name ASN_
- level3 3356
ERartIOn netflix 2906
- best regexes per suffix will extract multiple different dictionary 1) 2497
entries, and not spurious seed entries zayo 646
olg 64496

- best regexes across suffixes will converge on a reasonable
dictionary

- best regexes are likely to identity reasonable dictionary entries.
therefore, we can relax criteria for including a dictionary entry,
and consider abbreviations.

36



Phase 4: Refine Regexes

Hostnhame ASN
zayo-netflix.lad10.us.zip.zayo.com 2906
zayo-level3.cdg11.fr.zip.zayo.com 3356

zayo-tata.ams1.nl.zip.zayo.com 6453
zayo-sprint.er2.ord7.us.zip.zayo.com 1239
zayo-tata.mpri.fra4.de.zip.zayo.com 6453

zayo-telefonica.er2.dfw2.us.zip.zayo.com 12956

-

AA-T+- ([N ]+)\..+\.zayo\.com$

Rebulld regexes with refinec
dictionary, investing tinr

build specific regexes t

reflect the o

herator's In

e 10
hat
‘ent

37



Phase 4: Refine Regexes

Hostname ASN

Zayo 29006
zayo 3356 , .
zayo 6453 Rebulld regexes with refinec
zayo 1239 dictionary, iInvesting time to
“ayo g build specific regexes that
Zzayo 12956 R,
\ reflect the operator’s intent
A[A-T+ RES3
/ First regex component always
zayo extracts ““zayo”’ — our method
l specifies that string in the
refined regex
zayo

Azayo RE4
38



Phase 4: Refine Regexes

Hostname ASN

netflix 2906
level3 3356 | .
tata 6453 Rebuild regexes with refinec
sprint 1239 dictionary, iInvesting time to
= P build specific regexes that
telefonica 12956 =
\ reflect the operator’s intent
(IMN.]+) RE3
\ Second regex component
netflix level3 tata extracts alphanumeric strings.

sprint  telefonica Our method specifies [a-z\d]+
r in the refined regex
[a-z\d]+

Azayo-([a-z\d]+) RE4 T



Phase 4: Refine Regexes

Hostnhame
zayo-netflix.lad10.us.zip.zayo.com
zayo-level3.cdg11.fr.zip.zayo.com
zayo-tata.ams1.nl.zip.zayo.com
zayo-sprint.er2.ord7.us.zip.zayo.com
zayo-tata.mpri.fra4.de.zip.zayo.com
zayo-telefonica.er2.dfw2.us.zip.zayo.com

-

ASN
2906
3356
6453
1239
6453
12956

NA-J+-(N\]+)\..A\.zayo\.com$ (RES)

Y\

Zayo netflix level3 tata
l sprint telefonica

el

zayo [a-z\d]+

Azayo-([a-2\d]+)\..+\.zayo\.com$

Rebulld regexes with refinec
dictionary, mvesting time to

build specific regexes that
reflect the operator’s intent

Our method concatenates the

remainder of the regex which

contains no specific matching
syntax

40



1Pv4:

201
201
201
201
201
201
201
201
201
201
201
201
201
201
201

20

0-07
1-04
1-10
2-07
3-04
3-07
4-04
4—12
5—08
6—-03
6—-09
7-02
7-08
3—03
9-01
9-04

2020-01
2020-08
2021-03

IPv6:

2017-08
2019-01
2020-11
2021-03

Good =™

Number of Suffixes with Embedded Names

0

50 100

[ TDKs between July 2010
and February 201/ used

RouterToAsAssighment

(RTAA)

[ TDKs between August
201/ and March 202 |

used bdrmaplT

Promising | |

Heuristic Method Progress

Heuristic-based Router

Ownershi

b Inference Methoc
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IPv4:

201
201
201
201
201
201
201
201
201
201
201
201
201
201
19-01

20

20

0-07
1-04
1-10
2-07
3-04
3-07
4-04
4—12
5-08
6—-03
6—-09
7-02
7-08
3—03

9-04

2020-01
2020-08
2021-03

IPv6:

2017-08
2019-01
2020-11
2021-03

Good

Number of Suffixes with Embedded Names

0

50

100

Heuristic Method Progress

RTAA:

This AS names work (shown):
~62 good conventions per | T DK
Prior ASN work (not shown):

~50% more gooc
conventions using

| 2-22 good conventions per | TDK

bdrmaplT:

Promising |

bdrmapl! | than
RTAA

This AS names work (shown):
~95 good conventions per | TDK
Prior ASN work (not shown):
41-55 good conventions per | TDK

- Good conventions: PPV > 807%, >= 3 uniq
network names congruent w/ training data
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IPv4:

201
201
201
201
201
201
201
201
201
201
201
201
201
201
19-01

20

20

0-07
1-04
1-10
2-07
3-04
3-07
4-04
4—12
5-08
6—-03
6—-09
7-02
7-08
3—03

9-04

2020-01
2020-08
2021-03

IPv6:

2017-08
2019-01
2020-11
2021-03

Good

Number of Suffixes with Embedded Names

0

50

100

Heuristic Method Progress

RTAA:

This AS names work (shown):
~62 good conventions per | T DK
Prior ASN work (not shown):

| 2-22 good conventions per | TDK

X more go0C
conventions using

bdrmaplT:

Promising |

AS names than

This AS names work (shown):
( ) embedded ASNs

~95 good conventions per | TDK
Prior ASN work (not shown):
41-55 good conventions per | TDK

- Good conventions: PPV > 807%, >= 3 uniq
network names congruent w/ training data
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IPv4:

201
201
201
201
201
201
201
201
201
201
201
201
17-08
18-03
19-01

20
20
20

20

0-07
1-04
1-10
2-07
3-04
3-07
4-04
4—12
5-08
6—-03
6—-09
7-02

9-04

2020-01
2020-08
2021-03

IPv6:

2017-08
2019-01
2020-11
2021-03

Good

Number of Suffixes with Embedded Names

0

50 100

Heuristic Method Progress

RTAA:

This AS names work (shown):

~99 usable conventions per | TDK
Prior ASN work (not shown):

31-61 usable conventions per [TDK

bdrmaplT:

Promising —=

This AS names work (shown):
~ |26 good conventions per | TDK

Prior ASN work (not shown):
69-90 good conventions per [TDK

- Promising conventions: PPV > 50%, >=2
unig network names congruent w/ training data

- Good and Promising are Usable
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IPv4:

201
201
201
201
201
201
201
201
201
201
201
201
201
201
19-01

20

20

0-07
1-04
1-10
2-07
3-04
3-07
4-04
4—12
5-08
6—-03
6—-09
7-02
7-08
3—03

9-04

2020-01
2020-08
2021-03

IPv6:

2017-08
2019-01
2020-11
2021-03

Good

Number of Suffixes with Embedded Names

0

50

100

Heuristic Method Progress

Our methoc

RTAA conventions -

iNnferred "usable”
or 308 suffixes In

total.

The number of suffixes our
method detected embedding an
network name increased over

bdrmaplT

Promising |

time.

: PPV > 50%, >=2

unig network names congruent w/ training data

- Good and Promising are Usable



1400
1200
1000
300
600
400
200
0

Dictionary Size

Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan
10 11 °12 °13 °14 °15 °16 °17 °18 °19 °20 *21 22

Dictionary Properties

I 1 1 | I 11 | I 11 | I 11 | L | I 1 1 I 11 | L | I 11 | L | I 1 1 | L
B bdrmaplT B -y TN
® RTAA g B N
O O
o0 e ¢
_ x e 4
o o ® A _
o® -
: Data collection
» anomaly L
1| | | | | | 1 | 1| | | | 1 | 1 | 1 | | | 1 | | | | | 1 | 1| | | | 1| | | | 1 | | | 1| | | | 1| | |

Size of dictionary Increases
over time as the size of the
INnternet increases.

INncrease In network name

Mappings when heuristic
method changed to
bdrmapl | improved the

ability of our method to
infer network names.
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Dictionary Properties

Inference of a network name I1s correlated with the

Customer Cone (CC) size of the corresponding ASIN.
Customer cone size Named / lTotal Coverage
O (stub) 3577160535  0.67% of 84./7% +——

Coverage of named ASNs by customer cone size,

©EMareR 202 FREIK,

0.6% of ASNs
with zero CC

47



Dictionary Properties

Inference of a network name I1s correlated with the
Customer Cone (CC) size of the corresponding ASN.

Customer cone size Named / Total Coverage
[ -9 308 / 8640 3.67% of 12.1%
| 0-99 221/ 1882 [ 1.796 of 2.67%
: S 6.0% of ASNs
[00-999 3/ ] 322 2/.0% of 0.5% with CC >= |
000-9999 31 /43 /2.17% of 0.1%
>= 10000 [/ 1 100% of 0.0%

Coverage of named ASNs by customer cone size,
for March 2021 [TDK




Dictionary Properties

Inference of a network name I1s correlated with the

Customer Cone (CC) size of the corres

Customer cone size Namec

000-9999
>= 10000

Coverage of r

EMaren 20240

31 /43
SR

/ Total

bonding ASN.

Coverage

/2.196 of O0.19%

100% of 0.0%

amed ASNs by customer cone size,

DK

/7.8% of ASNs
th CC >= 1000

}_
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Validation of Dictionary

Using WHOIS (W), PeeringDB (PDB), and Manual Inspection

Source Total Gain Cumulative

W OrgName 84 | 84 84 | /5.4%

W ASName /780 | 08 949 85.0% VWe confirmed that
W Tota 949 1,116 of 1,147
°DB Name /50 2/ 9/6 3/.5% (97.3%) of learnec
°DB Website 564 20 996 89.2% ~ames are a valid name
°DB A/K/A 34| i 008 90.3%

°DB IRR 279 2 010 90.5% for the AT

°DB Total 84 3

Manual |06 |06 116 | 0096

Jotal 1,116
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Using WHOIS (W), Peering

Validation of Dictionary

Source

W OrgName

VW ASName
W Total

U
O DR R

RE)

3 Name
3 Website
3 A/K/A

3 [RR

3 [otal

Manual
Total

L T6 of |,147 (97.3%) are a valid name for the ASN

Total

34 |
/30
749

/50
564
34|
279
843

106

DB (P

Gain
84
|08

2/

20
|2
2

106

DB), and Manual Inspection
Cumulative
34 | /5.4%
949 35.07 .
85.0% validatec
85.0% +— .
37 o7 tof using WHOIS.
996 39.276
008 90.3% |
010 905% +3.5% gain
90.5% <+—— Using PeeringDB.
116 100% <+—— +9.5% gain using
1,116 Manual Inspection.
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Limrtation: unparseable convention

Hostname
akamal.plix.pl
cloudflare.plix.pl
m247.plix.pl
nask.plix.pl
nask2.plix.pl
oath2.plix.pl

p4.plix.pl

ASN

20940 (A)
13335 (B)
9009 (C)
204679 (D)
204679 (E)
10310 (F)
39603 (G)

Name
Dictionary
akamal:20940
cloudflare:13335
m247:9009
nask:204679
oath:10310
04:39603

Not all o

convention that

being

Udlie=e

WI

Derators use a

S suited to

h a regex.
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Limrtation: unparseable convention

Hosthname
akamail.plix.pl
cloudflare.plix.pl
m247.plix.pl
nask.plix.pl

p4.plix.pl

39603 (G)

A[a-2\d]+)\.plix\.pl$

Name Not all operators use a

Eictif_)ggg\zo convention that is suited to
dKamal. |
g being parsed with a regex.
m247:9009
nask:204679
0ath:10310 Hosthnames A-D and G indicate
Py primary connections by those
TP FN ASes to PLIX.

A,B,C,D,G E,F

Note: “m247” and “p4”
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Limrtation: unparseable convention

Hostname ASN

nask2.plix.pl 204679 (E)
oath2.plix.pl 10310 (F)

A([a-z]+)\d+\.plix\.pI$

Name Not all operators use a
Dictionary
akamai:20940
cloudflare:13335

convention that Is surted to
being parsed with a regex.

m247:9009
nask:204679
oath:10310 Hostnames E and F indicate
p4:39603 secondary connections by
LA e “nask’” and “oath” to PLIX.

E,F A,B,C,D,G
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Limrtation: unparseable convention

Hosthame
akamal.plix.pl
cloudflare.plix.pl
m247.plix.pl
nask.plix.pl
nask2.plix.pl
oath2.plix.pl

p4.plix.pl

RE1) A[a-2\d]+)\.plix\.pl$  A,B,C,D,G EF
A([a-z]+)\d+\.plix\.pI$ EF A.B.C.D.G

ASN Name Not all operators use a

20940 Egi Eictionary convention that Is surted to

13335 akamai:20940 -

0009 (C)  cloudflare:13335 being parsed with a regex.

204679 (D) m247:9009

204679 (E) nask:204679

10310 (F) oath:10310

39603 (G) p4:39603 Impossible to distinguish “2”
TP FN for secondary connections,

from digits that appear at end
of “m247” and “p4”’ network
hames
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L imitation: Network Name re-use

Hosthame
vodafone-level3-sanjose.level3.net
vodafone.sjc03.atlas.cogentco.com
vodafone.interxiondus1.nl-ix.net
vodafonel.ape.nzix.net
vodafone.ronix.ro
vodafone.mix-it.net

ASN Country

1273
1273
3209
9500
12302
30722

UK
UK
NL
NZ
RO
I'T

Our method Infers a single

Md

Inge

D

dINg between a ne

Name adandad

Nnetwor
may use the same network
name In different countries.

bendently operatec

'WOrk
an ASN.

<s with their own ASN
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Summary

* We design and implement a method that automatically

- learns regexes that extract
network names from hostnames,

- learns dictionary that maps
network names to their ASN

* We publicly release

- the source code implementation as part of Hoiho, & L
(Holho: Holistic Orthography of Internet Hostname Observations) Hoiho:Yellow-eyed penguin

- the inferred naming conventions
- https://www.caida.org/tools/measurement/scamper/

- https://www.caida.org/publications/papers/202 | /hoiho-asnames/
mage: Brent Beaven

Department of Conservation (New Zealand) 57
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BACKUP SLIDES



Why not use WHOIS or PeeringD B!

* Primary goal: have algorithm be self-contained

* Secondary Issue: operators use names for networks, the
network might rebrand, but hosthname contains old name.

W OrgName: Orange S.A. 64.125.12.238 FT - AS 5511

W ASName: Opentransit zayo-ft.iad10.us.zip.zayo.com
PDB Name: Orange
PDB Website: https://wholesalesolutions.orange.com/

PDB A/K/A:  Opentransit - IP Transit 5511 .
PDB IRR:  AS-OPENTRANSIT E.g, WHOIS (W) anc PeerngB (PDB)

refer to "Opentransit” or "Orange’™ but

nostnames contain historical name
“France Telecom” (FT)




Why not use WHOIS or PeeringD B!

* Primary goal: have algorithm be self-contained

» Secondary Issue: operators can

abbreviate arprtrarily.

How would we use external
dictionary?

T he corres
are operatec

Also k
Digrta

NOWDR

Mec

bonding routers

by AS 15133:

Cdgecast.

as ‘Verizon
a Services'

zayo.vdms.mpr4.atl6.us.zip.zayo.com (1)

verizondigitalmedia-com.customer.alter.net (J)
edgecast-gw.customer.alter.net (K)
verizondms.jfk10.atlas.cogentco.com (

W OrgName:

W ASName:
PDB Name:

PDB Website:
PDB A/K/A:
PDB IRR:

MCI Communications Services, Inc.
d/b/a Verizon Business

EDGECAST

Verizon Digital Media Services
(EdgeCast Networks)
https://www.verizondigitalmedia.com/
EdgeCast Networks

AS-EDGECAST .



Phase 4: Refine Regexes

Hosthame ASN
akamai.bix.og 20940
cloudflare.bix.og 13335

(A) Name
(B)
evolink.bix.og 8262 (C)
(D)
(E)
(F)

Dictionary
akamal:20940
cloudflare:13335
evolink:8262
mitkocom:35761

evolink-b.bix.bg 8262
mitkocom.bix.bg 35761
mitkocom-b.bix.bg 35761

First set: network name I1s the
MM\ ]+)\bix\.bg$ only string In the hostname
TP:A,B, G E to the left of the suffix.

A([A-14)-[MN\]+\.bix\.bg$
TP: D, F
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Phase 4: Refine Regexes

Hosthame ASN
akamal.bix.og 20940 (A)
cloudflare.bix.bg 13335 (B)
evolink.bix.og 8262 (C)

Name
Dictionary
akamal:20940
cloudflare:13335
evolink:8262

mitkocom.bix.bg 35761 (E) mitkocom-35761

RE RE3 First set: network name Is the
MM J#\biXx\bgs ——> A([a-z]+)\.bix\.bg$ only string In the hostname

bix\.bg
TP:A,B,C, E TP:A,B, G E to the left of the suffix.




Phase 4: Refine Regexes

Hostname ASN
Name

Dictionary
akamal:20940
cloudflare:13335
evolink:8262
mitkocom:35761

evolink-b.bix.bg 8262 (D)

mitkocom-b.bix.og 35761 (F)

Second set: network name

RE4 : u_ ) ) !
AM1H)AN R bix\bgs —>  A([a-z]+)-b\.bix\.bg$ appears prior to D
TP:D, F TP:D, F ndicating a secondary

connection



Phase 4: Refine Regexes

Hosthame ASN
akamal.bix.bg 20940 (
cloudflare.bix.og 13335 (
evolink.bix.og 8262 (
evolink-b.bix.bg 8262 (
mitkocom.bix.bg 35761 (
mitkocom-b.bix.bg 35761 (

EED GED

A[a-z]+)\.bix\.bg$ S A[a-z]+)(?:-

A([a-z]+)-b\.bix\.bg$

TP: A,

Name
Dictionary
akamal:20940
cloudflare:13335
evolink:8262
mitkocom:35761

RES

w\)

OZ
O

f?

/

bix\.bg$
 E, F

-mit a regex that ca

that the network namnr
X

be followed by an o

TN

btures
e can
‘lonal
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Our approach: use Information in hostnames

Some operators embec

iNnformation in hosthames

because It hel

DS them ¢

thelr networks

ebug

Router #1: Inferred AS 15133 (Edgecast)

I as15133.cr2-nyc6.ip4.gtt.net 3257 173.205.63. 202 |
| edgecast-ic-317659-nyk-b5.c.telia.net 1299 62.115.147.199 |
edgecast newyork51.new.seabone.net 6762 195.22.195.27 '

as3491.ipd.gtt.net 3257 77.67.94.154
| pccw-ic-319977-ldn-b3.c.telia.net 1299 213.248.68.105
I be2-132.br02.ldn12.pccwbtn.net 3491 63.218.52.253 |
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Our approach: use information in hostnames

Router #1: Inferred AS 15133 (Edgecast)

Some operators embed | — edgecastnewyorkol.new.seabone.net 6762 199.22.199.24

the ASN of the ﬂeig’]bOr Taa Bo_utgr_#z_ I_nfgrr_ed_A_S_34_91-(_P(2ClNl e
network using the address.

e.g. gtt.net

Router #3: Inferred AS 6461 (Zayo)

F —————————————————————— \

as2914.cr3-lax1.ip4.gtt.net I

Luckie et al., IMC 2020: Learning to bExtract and Use ASNs in Hostnames.
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Our approach: use information in hostnames

Router #1: Inferred AS 15133 (Edgecast)

| edgecast-ic-317659-nyk-b5.c.telia.net l

I I
Some operators embec \eagecast.newyorkd1.new.seabone.net 6762 195.22.195.27 y
the name of the neighbor ~__ BRouter #2: Inferred AS 3491 (PCCW)
network using the address.

e.g. telia.net, seabone.net
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